





The State of loT Security Today

Our world is becoming increasingly connected, and the Internet of Things (loT)is at the forefront of
this revolution. For example, the latest "Emerging Technolagy Trends Survey” from GlobalData, which
surveyed 1,700 senior executives worldwide, reveals that 59% of respondents have already begun
investing in laT, with an additional 40% expected to ramp up their loT investments in the coming

12 months’.

This increased connectivity, however, comes with a heightened risk to our security. Many loT devices
lack the necessary built-in security controls to defend against threats, leaving them vulnerable to
attack. The limited computational capacity and constrained environment of these devices mean that
security controls often come up short.
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There's a Lack of Coherent loT
Security Policies & Strategies

Despite the prevalence of loT vulnerabilities, there is still a lack of coherent loT security policies and strategies to mitigate these
vulnerabilities. Furthermore, loT security is still in its relative infancy, and the industry lacks stringent regulations or guidelines.

As a result, many organizations struggle to identify and address risks associated with loT devices. And there is often a lack of
understanding of how to manage these devices securely. Without a comprehensive strategy for securing loT devices, loT security
risks will continue to grow.

No One is Safe from an loT-Focused Cyberattack

Recent high-profile attacks involving loT devices highlight the urgent need for immediate and robust security solutions.

Triton: The World’s Most Murderous Malware

Triton, dubbed “the world's most murderous malware,” is a notorious malware discovered in 2017 that targets critical
infrastructure safety systems, including those used in industrial environments. It aims to disable safety instrumented systems,
which can lead to catastrophic accidents. The malware exploits a vulnerability in computers running Microsoft Windows and is
believed to have been used in state-sponsored attacks.

In December 2017, Triton was responsible for an attack on a petrochemical plant in Saudi Arabia, which resulted in the shutdown
of Schneider Electric's Triconex safety instrumentation system. The malware went undetected for almost a year and has been
linked to a group called XENOTIME, affiliated with the Russian government.
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| loT Security Technologies that Can Close the Gap

Blockchain: Over-Marketed, but Nonetheless Effective
Blockchain is a digital ledger that records all transactions in a secure and unalterable way. Each transaction is verified and
then added to a block linked to previous blocks, creating a chain of blocks - hence the name “blockchain.
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One significant benefit of using blockchain with loT is that it can help build trust in loT data. By storing loT data on a private
blockehain network, all transactions are recorded and added to a secure, immutable data chain that cannot be changed,
only added to. This makes loT data virtually theft and tamper-proof. And there are many other benefits to blockchain

for loT, including:

Decentralization: Decentralization is a crucial feature of blockchain technology that can enhance transparency and
security in loT applications. By eliminating the need for a central authority, blockchain creates a distributed network of
nodes that work together to verify and validate transactions.

Smart Contracts: Smart contracts are self-executing contracts with terms written directly into code, enabling automation
of processes like payments and data sharing in loT. Using smart contracts can streamline operations and ensure
compliance with regulations.

Privacy: Private blockchain networks can improve privacy and data protection in loT by limiting access to authorized
parties. This is especially important in industries that handle sensitive data, like healthcare.







loT Fingerprinting & Profiling

loT fingerprinting involves identifying loT devices' unique characteristics, such as their manufacturer, model, and firmware
version, by analyzing their network traffic. And loT profiling involves creating a behavioral profile of each loT device, such as the
type of data it sends and receives, its communication patterns, and its typical usage patterns.
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By implementing loT fingerprinting and profiling, organizations can better understand their loT devices and detect any abnormal
behavior quickly. This technology enables organizations to monitor their loT devices in real time and identify any malicious
activity, such as data exfiltration, unauthorized access, or malware infections. loT fingerprinting and profiling can also help
organizations identify and manage vulnerabilities in their loT infrastructure. By analyzing loT device traffic and behavior,
organizations can identify potential attack vectors and prioritize patching and remediation efforts accordingly.

Moreover, it can also help organizations comply with regulatory requirements and industry standards, like the General Data
Protection Regulation (GDPR) and the Payment Card Industry Data Security Standard (PCI DSS).

Enhancing loT Security with the Portnox Cloud

Closing the loT Gap for Zero Trust
Portnox firmly believes the key to zero trust security is to control access and thus control risk, but loT devices present unigue
challenges when applying basic network monitoring and security practices like fingerprinting.

Since these devices typically do not have the mechanism to support a network authentication protocol like 802.1x - that means
you have to either use a Wi-Fi network protected only by a password or MAB (MAC address Bypass) which is basically just a
deny/allow list of MAC addresses. Neither of these methods is among the best practices for network security and potentially
increases the possibility that one of your loT devices will be compromised.
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Software-Defined Perimeter

Another approach to securing loT devices is to employ a software-defined perimeter (SDP). An SDP is a security model that
establishes secure communication channels between devices within a network while limiting their exposure to the internet.
The SDP model replaces the traditional perimeter-based security model, which relies on firewalls and other security measures to
protect against external threats. Instead, SDP creates a virtual boundary around infrastructure, effectively concealing it from
external parties and attackers. Authorized users can still access the infrastructure by providing the necessary credentials.
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An SDP approach also offers dynamic access control, which means access to the loT device is only granted for a limited time or
under specific circumstances, adding an extra layer of security. Additionally, SDP can encrypt all traffic between the loT device
and the authorized user, protecting against eavesdropping and other attacks.

Post-Quantum Cryptography
Cryptography is an essential tool for securing loT devices and data. However, quantum computing threatens to render many of

the existing cryptographic algorithms obsolete. Post-quantum cryptography offers a solution to this problem by providing
cryptographic algorithms resistant to both conventional and quantum attacks.

These algorithms typically use mathematical problems that are challenging even for quantum computers to solve, such as the
learning with errors (LWE) problem or the shortest vector problem (SVP).
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Homomaorphic Encryption
Homomorphic encryption enables computations to be performed on encrypted data without first decrypting it. This technology

offers significant benefits for loT security, allowing sensitive data to be processed and analyzed without ever being exposed to
potential attackers.
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Homomorphic encryption also enables secure data sharing and collaboration among different entities without requiring them to
trust each other. This can be particularly important in industries such as healthcare, where loT devices may collect and transmit
sensitive patient data. By using homomorphic encryption, healthcare providers can perform data analysis and machine learning
on patient data without putting that data at risk of being compromised.

‘ Conclusion

loT devices provide numerous benefits in efficiency, productivity, and cost-savings, with even more exciting new avenues
coming in the future, but these benefits often come at the price of increased risk. Mitigating that risk via a comprehensive zero
trust security strategy is essential to prevent a data breach, which can have disastrous consequences for your organization.
Portnox can partner with you to make sure you are thoroughly protected without increasing the burden on your IT staff to
maintain yet another tool.




